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Abstract: Deep stealth attack behavior in the network protocol becomes a new challenge to network security. In view of
the shortcomings of the existing protocol reverse methods in the analysis of protocol behavior, especially the stealth at-
tack behavior mining, a novel instruction clustering perception mining algorithm was proposed. By extracting the proto-
col's behavior instruction sequences, and clustering analysis of all the behavior instruction sequences using the instruction
clustering algorithm, the stealth attack behavior instruction sequences can be mined quickly and accurately from a large
number of unknown protocol programs according to the calculation results of the behavior distance. Combining dynamic
taint analysis with instruction clustering analysis,1 297 protocol samples were analyzed in the virtual analysis platform
hidden disc which was developed independently, and 193 stealth attack behaviors were successfully mined, the results of
automatic analysis and manual analysis were completely consistent. Experimental results show that, the solution is ideal
for perception mining the protocol's stealth attack behavior in terms of efficiency and accuracy.
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SO AT R ) FE 2 TP 412 FileZilla 4 #% A%
SN LB R Y., [R) I HE Y S IR,
PRI DA AT R . X SMB HMY, AL T
AHECEIIAT b J& Negotiate TSI KI5 IR
5% Sambad AILEMITH R . A SCRABEHT T L2t
AR IEEAT AR AT A, W AR HBERER.
Ja V5 M B & rootkiting Fil spying %, A #] 3 min
MIRFTE], 1 297 ARSI SUREAMK AL 2 4053 B>
£ HiddenDisc F H#h#UT, MHada 4 RKKEE,
BAT IR B #E k. W 25 DILRIEAAT
My P ITEAT MR T 193 MR, K12

o 3 MT AR BT A1 .

WL 1 PR, 4778 1 AT 24 2 &% HiddenDisc
P BRI T IERBINER A P A, AT 3 WA
AR E], AR RABEEIZ k. 4R
A TERBTI S0 85 F W oRIX 3 AMT N IR AL R 4R 4
FSAE Sy 54 Bi=(freq,(F.,D,C), distrib(F,D,C))= (0.18,
0.10, 0.20,9,5,1); B,=(freq(F.,D,C), distriby(F,D, C))=
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