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Abstract: Distributed denial of service (DDoS) is a special form of denial of service (DoS) attack based on denial of
service(DoS). It is a distributed, collaborative large-scale network attack. A DDoS detection method based on deep
learning was presented. The method included two stages: feature processing and model detection: feature extraction,
format conversion and dimension reconstruction of the input data packet was performed in feature processing stage;
in the model detection stage, the processed features were input to the depth learning network model to detect whether
the input data packets was DDoS attack packet. The model was trained by the 1ISCX2012 dataset, and the model was
validated by real-time DDoS attack. The experimental results show that DDoS attack detection method based on deep
learning has high detection precision, little dependency on hardware and software equipment, and the model of depth
learning network is easy to update.
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Sample_Data_14 FEAKIEAEA 10 HEIIZ0T M 6. B 7 BRI 2R R B0 UE 45 ST DUE H

FEr, A 2 B B IR R AT R AR AR DG R
3, &7 Wids% 7 Sample_Data_15 FEARHE4E
£ 10 3 B RN LR RE b, kG R Bl I ZR B R AL
i R AE AR R R

1.00

—a— il
-o- % D

0.98F

0,92}
0907 2 3 S 6 9 10
IR B
6 Sample_Data_14 FEAEIR LGS &

1.00r

—a— i

o - gk
0.99}

#2098}

R

097k

0.96F

0.95

| 2 5 6
IR E R

7 Sample_Data_15 FEARKHE I Z5AE

SEREARBIRAERAT 10 IRERINGIARL, pEE I
SRUCELIIRE N, RN B, ORI AT
BRHIE (RGPt iy o o, 7R3 10 IRE L YIZRAT,
RS I 5 R0 A 6T RE 4 R A Ok B o,
Sample_Data_14 ¥ £ 1) f = K FEEa T~ 98%, 1
Sample_Data_15 ¥4 ££ ¥ 5 =i ks =ii& 99%,  FH Utk
A, BEIE SRR, #eEz, BRI
FEARKAR AL, M A5 IR FE 25 ) I 25 11 25
ANBEIE A B2 25 52 T

ARG T IR FE 2 31 122 SCRR [12] 0 BT
BB 7 26000 DDoS Zili, R E 11K
sIN, R PR R RS RS AT, A5 8
PR

HH ] 8 WA, Bl AL AR AR AR Y BB AR BE 6 [X 43 IE

1.00
(——Q—"‘k 8 = n
0.95F
@
~0.90}
i - o - BALFRAK
§ e A ]
0.85F a.
“o.
0.80F
o
o
-9
0'750” 20 40 60 80 100
w0 Rk

K8 PR 315 BELARRAG RS

2017191-9



m MrSHE

« B2

1308 EF/(Mbits)
116.3 H—
101.8 — !
87.2 |
72.7
58.1
436
20.1 b
14.5 fiacts n SIS i : [ ol : I
12 N HE iz 4
K9 etho MERERER
WmEMYGERE, EEXM T REHT 1.00

RPN, TS RERA, W

HER RGBT I B A3 R, IR )

Y PR IAG B R I 4T, FEALAR ML I T MO'%' """""""

TR IS, R IIRS FE 208 F B %0.94

43 S2AY DDOS K MR IE ’“’092

FET IRy A I s DDoS Xiky, [A)
FVRRESE S RS HUEA  BREAT 10 S0IR, FR 0%
ST 10 5 v 00 A A I (R e 2R . S T R 0.8
500 600 700 800 900 1000 1100 1200 1300 1400

Hi>kH Bandwidthd #fF#0 2017 4 1 H 10 H
15:00—1 H 12 H 10:15 P ATCA HLAFH eth0 1<
PSS, wE 9 fiR.

B9 AfE 1. 2. 3. 4 AbFThsiERIR R B,
K H Hping3 &% T AR 2584 f¥) DDoS Uiy, 44,
4 DDoS i KAERS, W HIUEEMEK, &
Kik#F] 135 Mbit/s.

SYN izt (SYN flood) s, f&—Midi
T A M B bR R IR R AR SC LA S Bt iR 55
A B e SEPRMIZE T, WA IRSS A1) TCP/IP
MR E AR, AERA, mZGmE FEHERE
H AT N T BF A SRR DDoS Bri i fg
K1 Hping3 #ofth &% SYN w2t iy, &9t 2 4k
KM TCP MERIME I, RARHARLE
97 Mbit/s, SRR AR ik i EE 7 4L HcE
~41000 000 />, HH SYN vzt Xeiti 73404 950 000 1,
IEH 43208 50 000 A, I Bl o 24 ) R £ R e
JEN 500 Ms, AT 10 kade, F4RmBe a4
RIEHF, ERIRRIREE A 10 FoR.

Wil ALK HOR (57
10 SYN iz st Kt

Smurf BB & Brti & [ B Mok i K 3k —Fh
U5 1P b5 B R ) 1P Hikik, H A 1P Hb
HEJ9T #E b (R ICMP $E 4% S0/ DDoS 2
dra, RIS ICMP BRI oC s, Kl
2 ICMP RZHR . ICMP izt (ICMP flood) I
TR E S DDoS B sk, BRI A
KIHHER R, &SI B s fmizit, M
M3 B s 5 AR TGIE TR 58 BUR S L 55 T fg s
UDP 7zt (UDP flood) XefiFFHIiX—F5tE, miwk
B ARk iE K ER UDP HEik 0, &L S8
Wty H A BT AE ) 48 DR 78 e K J0 2880 5 ¥ 4 T
FERAE 58 B8R N T BOUF TR 5 ) B AN R 2
() DDoS Hr ks MG E, A Hping3 7371l &%
SYN iz, ICMP izit. UDP jZit. LAND Xk
(LAND attack). XMAS %7 (XMAS tree). Smurf
Bdr, B9 1. 2 R IANFEIZEAL ) DDoS
Yrdiit, W4 TCP. UDP. ICMP S ff)if AR

2017191-10



63

BERFE 2017 &5 78

1k, b UDP RANR R IGHERIAF] 85 Mbit/s,
ICMP 2 & fie Kid 2Rk #1] 120 Mbit/s, TCP 28
R B A KIE R L F] 135 Mbit/s. S2i il f2 AR A
RIEHIEAE 7> H AR 1 000 000 4>, HH
DDoS Ziti43-4H 4 950 000 4, 1E% 434H 4 50 000 /4,
TEH o 20 1) R 3% T 248 52 2 500 AMs, REFT AL
Bradi kAT 10 RS0, Hpe Bt o 4L Rk T A,
XFTANAIZEAL () DDoS iy, AL A IS £
Kl 11 Frow o

0.98

440,94
P ind
L Y A . 72 - i f
%
0928
—a— SYNjZit
q —e—ICMPiZ it
0.90) —&— UDPjzZilt
--B--LANDI#
--@- - XMASH

----SMURFI

0.88 - . - - . - - -
50000 55 000 60 000 65 000 70 000 75 000 80 000 85 000 90 000
Wi B IER (s )

11 REFZH) DDoS B ik

11 HERAIF TR S IR AL SYN 2 it
ICMP iz, UDP 7zt. LAND Xii. XMAS X
7+ SMURF Z(if7 6 F AN RIS AL ) DDoS Breh (ks
MRERE, Horb, BIRXE SYN Zit. ICMP iz it
XMAS Ht el ik FE fe KA F] 96.3%, X UDP
2 UCAS K P A KIA 1 95%, X LAND B il
A% fie KT F] 93.6%, X SMURF A6 kS B e ki
F 94.5%.

N T BRAE TR FE 2 SRR 4 A 2K 8L ¥ DDoS
Vo RIS, A8 Hping3 205 &% SYN 32 it
+ICMP 7z, SYN 7Z#t+UDP vz #t. UDP izt
+ICMP Z By, FF4em B 7 4 R IR TH
9 1 3.4 AbFeoR B 5 287 1) DDoS Bt ,
Mg TCP. UDP. ICMP KR EARL, %
T I F] 114 Mbit/s. SR A SR R 3% 15
P4 ¢ A 1000 000 4>, FH DDoS Hiitisyr

2H% 950 000 4™, 1E#432H 50 000 4, HIEH %L
I 53 I IR TR ZAE 52 2 500 AMs, FEFRR AL 1) I
drdEAT 10 RSEE,  H 4R B o AL ROR T R,
XFTANAIZH G DDoS Mk 67, AR AL AN 2
W 12 fis .

0.98

0.97F

0.96fF

—a— SYN{Z i+ ICMPiz it
091F —e— SYNZilt+UDPiZ it
—6— UDP3Z b+ ICMP3Z it

0.90
50 000 55 000 60 000 65 000 70 000 75 000 80 000 85 000 90 000
Yol b &R A5 )

K12 447 DDoS By JS R I

Kl 12 HREGIE IR BN SYN 2 i+
ICMP JZit. SYN Z#t+UDP iz, UDP izt
+ICMP 7z # Bidi 3 AR 44 2524 1) DDoS X ifi
PIRTIIRE B2 . o, BEIAXT SYN {ZHE+ICMP 2
PRI BT I 3 2 g5 KT 3] 94.8%, X SYN iz it
+UDP 2 A I RS B2 i Kk #1] 95.4%, X UDP iz
BEHICMP 32 b o K 2 Kik 3] 93.6%, X
SMURF £ ¥ 2 f5 KiA %] 95.5%

TR 2 S) R B SR T B 1 KN AR I 4 4y
Y127 N DDoS Wik 4L, W5 s E w0
KN 100, ST 56 TE H B o AR AR A
I 1R R o s b B 36 AE T 2 >0 A 28 g A
R R, S50 2w R R U 7 LS B2
1 000 000 />, 1/} Hping3 & i% SYN iz #t ¥,
Hvh DDoS i 4344 900 000 4, H I 4341 i)
Rk JY 50 000 4Ms, IEH 4344 100 000 4,
HAE & I B i ok A, R & IR
oy AR AR B A ) s b, AR A
KB 13 Fros .

2017191-11



B4

0.96

HrI
<
>

0.94L “Q'l ‘\‘ L

0.931

0.92
500 600 700 80O 900 1000 1100 1200 1300 1400

Yot 40 % IR R (s 7)

13 SYN ik Bk s
W 13 i, $& i 155 50 4 AR TR
SOIR MR T O ) AL, PR A ST A
XF SYN JZ BB A UK 1 B KAB 9 95%, i
IR B o AR DN o b s R g R
BT (R MRS Ak R PR S, I BAK
TRFZA DDoS Buifi RIS, FIIE
W AR IR AR ) o A Bk S TR R s A

FEA .

5 %3R5

AT 2 TR BE 2 2T 1) DDoS Mk 77
%, IR SIS BORE, BRI R B s A
ISCX %4 4%+ DD0S Bt 1) e 24 (1 B0 IE K FE renis
98%H A 99%0LL b, H IR SR FNEE HLARBR
BT AH LU AE 22 B8 2 2R 75 T B A AR5, 1E
SR DDoS B il kb AR RIS IE, i kG FE A B
96.3%. HULFTLLEH, HTIRE ) DDoS B
RN 7T R BAE R R ISR, 4G st
T2 A 3R A A, R DL H R TR B A ST
DDoS il 7 5 BA ARG FE R ERRE A 25 K
/N PR S S RS B T R SR AL, TRAD
T A DDoS Brtitaill Iy AR . IS,
BT IREE £ 2] () DDoS KU Al 77 S 55 v] LA
M5 TEPER DDoS JC ARG FE 1 R  th pE
KT RGN AR IS AR R, R ik T

I 22 48 52 55 M1 DDOS Bk Ae ) S5 4 - 2%
HEFE

TR 2 >) I 28 AR LE 1 56 KOS DD oS Bt
P4 26 3 B ) U R FIAS R, S DD oS Bk 6 il
W REKG G BT T e, B [ sr K 2 5 DDoS Bty
SR IETHR . DD0OS MUt AR IE & 4 AR A
M O S A KRR A JE RIBEFE R
A LA g 1 A PEE RO I A5 1 3 R
DDoS Filiii Stk K, IR FEM 28 1A I 25 (4
WK Bk S, 6 DDOS Bt far I it v ff 12 R DR K

jnf

=T
SE K-

[1] PENG T, LECKIE C, RAMAMOHANARAO K. Survey of
network-based defense mechanisms countering the DoS and
DDoS problems[J]. ACM Computing Surveys, 2007, 39(1): 3.

[2] MIRKOVIC J, MARTIN J, REIHER P. A taxonomy of DDoS
attacks and DDoS defense mechanisms[J]. ACM Sigcomm
Computer Communication Review, 2001, 34(2): 39-53.

[3] KRIZHEVSKY A, SUTSKEVER I, HINTON G E. ImageNet
classification with deep convolutional neural networks[J]. Ad-
vances in Neural Information Processing Systems, 2012, 25(2):
1097-1105.

[4] GRAVES A, SCHMIDHUBER J. Framewise phoneme classifi-
cation with bidirectional LSTM and other neural network archi-
tectures[J]. Neural Networks, 2005, 18(5): 602-610.

[5] DEY R, FATHI M. Gate-variants of gated recurrent unit (GRU)
neural networks[EB/OL].  (2017-01-28)[2017-03-14].  http:/
xueshu.baidu.com/s?wd=Gate-Variants+of+Gated+Recurrent+
Unit+%28GRU%29+Neural+Networks&rsv_bp=0&tn=SE_baid
ux-
ueshu_clgjeupa&rsv_spt=3&ie=utf-8&f=8&rsv_sug2=1&sc_f p
ara=sc_tasktype%3D%7BfirstSimpleSearch%7D&rsv_n=2.

[6] UNB ISCX intrusion detection evaluation DataSet[EB/OL].
(2014-05-08)[2017-03-14]. http://www.unb.ca/research/iscx/
dataset/iscx-1DS-dataset.html.

[71 BHUYAN M H, BHATTACHARYYA D K, KALITAJ K. In-
formation metrics for low-rate DDoS attack detection: a com-
parative evaluation[C]//International Conference on Contempo-
rary Computing, August 7-9 , 2014, Noida, India. New Jersey:
IEEE Press, 2014: 80-84.

[8] CHEN Y, KAI H. Collaborative change detection of DDoS attacks

2017191-12



65 .

BERY 2017 &5 78

on community and ISP networks[C]/International Symposium on
Collaborative Technologies and Systems, May 14-17, 2006, Las
Vegas, NV, USA. New Jersey: IEEE Press, 2006: 401-410.

[9] YUAN J, MILLS K. Monitoring the macroscopic effect of
DDoS flooding attacks[J]. IEEE Transactions on Dependable &
Secure Computing, 2005, 2(4): 324-335.

[10] BHUYAN M H, BHATTACHARYYA D K, KALITA J K. An
empirical evaluation of information metrics for low-rate and
high-rate DDoS attack detection[J]. Pattern Recognition Letters,
2015, 51(C): 1-7.

[11] CHEN C L. A new detection method for distributed deni-
al-of-service attack traffic based on statistical test[J]. Journal of
Computer Science, 2009, 15(2): 488-504.

[12] SINGH K J, DE T. An approach of DDoS attack detection using
classifiers[M]. Berlin: Springer, 2015: 429-437.

[13] LECUN Y, BOTTOU L, BENGIO Y, et al. Gradient-based
learning applied to document recognition[J]. Proceedings of the
IEEE, 1998, 86(11): 2278-2324.

[14] KAMIJO K, TANIGAWA T. Stock price pattern recognition-a
recurrent neural network approach[C]//International Joint Con-
ference on Neural Networks, June 17-21, 1990, San Diego, CA,
USA. New Jersey: IEEE Press, 1990: 215-221.

[15] HOCHREITER S, SCHMIDHUBER J. Long short-term
memory[J]. Neural Computation, 1997, 9(8): 1735-1780.

[16] BBLX%. PUGSTHE SIS e P I S A E S [I]. BEFR
%2014, 30(7): 2-7.

WU J X. Meaning and vision of mimic computing and mimic secu-
rity defense[J]. Telecommunications Science, 2014, 30(7): 2-7.

[17] M0, AR, BT M H 5 TS AT 9 ) XSS i 3h
R AVE[Y]. A RNE, 2016, 32(3): 87-91
LIU Y, HONG J B. A dynamic detection method based on Web
crawler and page code behavior for XSS vulnerability[J]. Tele-
communications Science, 2016, 32(3): 87-91.

HEEEN]

FfEIE (1980-) , B, fE, WL TR
05 D5 AR T AR R R, 2016 %
BUEREYi M2, EERFRIT AR
X% IREES ] TP RFEMN S . REE
PERE T AL 3 BT, 3 ENSCI K FRik 3L
40 4355, FRIEEA) 15 1.

INER (1993-) , F, WHLLE KZ%EMER
oA TSR LA, FETFRITI N
e UL IR,

RVE (1990-) , B, EEMEEP Hik K
WA, EEHR T RIS s, REE
3. EZHEMS G RAS.

FTEERR (1976-) , 5, REMHP RXRE
BIHAZ, KB R R 405050 % (Large-Scale
Intelligent Systems Laboratory, Li lab) £
44 N\, £ [E NSF I/UCRC CBL > Center for
Big Learning, CBL) AT, FEMF TN
TP REWE. WRE%>). SDN. K
FEHEEEZ5%: . CPS/I0T 45, RFEEERR
g (NSF) o EZE AR (NIH) o E+224%8 (DHS)
SRR, RIS WG 100 RS, HIREE 49,
B 4 TS ER LR (3 TBHRAD

#F (1992-) , 5, WHLLHKEFELS
RN B 35 4 U e SO st - 1wl A
T WSS BAEE XM

F1HEA (1964 , B, {4, BHCTEA
PR RS HT TR IR, EEIRIT
R ARG . TR R4, R
J& IETF FOrCES. SDN A% 7T 2 44 0 44 45 J7 [
RPN, AL

2017191-13



